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NO.1 If a security gateway enforces three protections, LDAP injection, Malicious Code Protector
Rejection, which checkpoint license is required in SmartPhone?

A. SmallEvent intro

B. IPS

C. SSL VPN

D. Data Loss Prevention

Answer: B

NO.2 Marc is a Security Administrator configuring a VPN tunnel between his site and a partner site.
He just created the partner city's firewall object and a community. While trying to add the firewalls to
the community only his firewall could be chosen. The partner city's firewall does not appear. What is
a possible reason for the problem?

A. IPsec VPN Software Blade on the partner city's firewall object is not activated.

B. The partner city's firewall object was created as an interoperable device.

C. The partner city's Gateway is running VPN-1 NG Al.

D. Only Check Point Gateways could be added to a community.

Answer: A

NO.3 Which of the following commands identifies whether or not a Security Policy is installed or the
Security Gateway is operating with the initial policy?

A. fw monitor

B. fw ctl pstat

C. cp stat

D. fw stat

Answer: D

NO.4 You are running the license_upgrade tool on your SecurePlatform Gateway. Which of the
following can you NOT do with the upgrade tool?

A. View the status of currently installed licenses

B. Perform the actual license-upgrade process

C. View the licenses in the SmartUpdate License Repository

D. Simulate the license-upgrade process

Answer: C

NO.5 In which IKE phase are IKE SA's negotiated?
A. Phase 4
B. Phase 1
C. Phase 3
D. Phase 2
Answer: B

NO.6 An internal host initiates a session to and is set for Hide NAT behind the Security Gateway. The
initiating traffic is an example of
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A. None of these
B. source NAT

C. destination NAT
D. client side NAT
Answer: B

NO.7 An Administrator without access to SmartDashboard installed a new IPSO-based R75 Security
Gateway over the weekend. He e-mailed you the SIC activation key. You want to confirm
communication between the Security Gateway and the Management Server by installing the Policy.
What might prevent you from installing the Policy?

A. You first need to create a new Gateway object in SmartDashboard, establish SIC via the
Communication button, and define the Gateway's topology.

B. You have not established Secure Internal Communications (SIC) between the Security Gateway and
Management Server You must initialize SIC on the Security Management Server.

C. An intermediate local Security Gateway does not allow a policy install through it to the remote
new Security Gateway appliance Resolve by running the tw unloadlocal command on the local
Security Gateway.

D. You first need to run the fw unloadlocal command on the R75 Security Gateway appliance in order
to remove the restrictive default policy.

Answer: A

NO.8 How can you check whether IP forwarding is enabled on an IP Security Appliance?
A. clish -c show routing active enable

B. echo 1 > /proc/sys/net/ipv4/ip_forwarding

C. ipsofwd list

D. cat/proc/sys/net/ipv4/ip_forward

Answer: C

NO.9 Of the three mechanisms Check Point uses for controlling traffic, which enables firewalls to
incorporate layer 4 awareness in packet inspection?

A. IPS

B. Packet filtering

C. Stateful Inspection

D. Application Intelligence

Answer: C

NO.10 You have created a Rule Base for firewall, websydney. Now you are going to create a new
policy package with security and address translation rules for a second Gateway. What is TRUE about
the new package's NAT rules?
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A. Rules 1 and 5 will be appear in the new package
B. Rules 1, 3, 4 and 5 will appear in the new package
C.Rules 1, 2, 3 and 4 will appear in the new package
D. NAT rules will be empty in the new package
Answer: C

NO.11 What mechanism does a gateway configured with Identity Awareness and LDAP initially use to
communicate with a Windows 2003 or 2008 server?

A.RCP

B. LDAP

C. WMI

D. CIFS

Answer: C

NO.12 Security Gateway R75 supports User Authentication for which of the following services?
Select the response below that contains the MOST complete list of supported services.

A. FTP, HTTP, TELNET

B. FTP, TELNET

C. SMTP, FTP, HTTP, TELNET

D. SMTP, FTP, TELNET

Answer: A

NO.13 If you are experiencing LDAP issues, which of the following should you check?
A. Domain name resolution
B. Overlapping VPN Domains
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C. Secure Internal Communications (SIC)
D. Connectivity between the R75 Gateway and LDAP server
Answer: D

NO.14 Which of the following commands can provide the most complete restoration of an R75
configuration?

A. Cpconfig

B. Upgrade_import

C. fwm dbimport -p <export file>

D. cpinfo -recover

Answer: B

NO.15A rule is used to prevent all traffic going to the R75 Security Gateway.
A. Cleanup

B. Reject

C. Stealth

D. IPS

Answer: C

NO.16 How many packets does the IKE exchange use for Phase 1 Main Mode?
A.6

B.1

C.3

D. 12

Answer: A

NO.17 Public keys and digital certificates do NOT provide which of the following?
A. Authentication

B. Nonrepudiation

C. Data integrity

D. Availability

Answer: D

NO.18 All Check Point Suite products before version RXX need to be upgraded to RXX before you can
upgrade them to R75. RXX is:

A. R55

B. R65

C.R61

D. R60

Answer: B

NO.19 A Web server behind the Security Gateway is set to Automatic Static NAT. Client side NAT is
not checked in the Global Properties. A client on the Internet initiates a session to the Web Server.
Assuming there is a rule allowing this traffic, what other configuration must be done to allow the
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traffic to reach the Web server?

A. Automatic ARP must be unchecked in the Global Properties.

B. A static route must be added on the Security Gateway to the internal host.

C. Nothing else must be configured.

D. A static route for the NAT IP must be added to the Gateway's upstream router.
Answer: B

NO.20 Which command enables IP forwarding on IPSO?
A. echo 1 > /proc/sys/net/ipv4/ip_forward

B. clish -c set routing active enable

C. echo 0 > /proc/sys/net/ipv4/ip_forward

D. ipsofwd on admin

Answer: D
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